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TEHOEHUWU

Ne Bwa pucka HOons, %
1 MepepbiB B esATENBHOCTU 37% {) France
Top risk Business interruption
2 HectabunbHOCTb pbiHKa 31%  Cyber incidents
a Political risks {war, terrorism)
3 KM6ep-pMCKM 30% “Whie Bl isa top concem, other uncertainties
regarding the near futura are also prominent, such as
0, ket and legidlative/ t devals nits.
4 MpupoaHble katacTpodel 24% sl i
Thierry Van Santen, CEQ, AGCS France
5 ameHeHne 3akoHogaTenbCTBa 24%
6 Makpo3aKOHOMUYECKNE N3MEHEHNSA 22% & Spain
Top risk Business interruption
7 Moxap, B3pbIB 16% a Cyberrisk
 Quality deficiencies, product recall
8 MonuTtuyeckne puckn 14% “The grawing level of outsourced activities have
made production processes more vulnersblein
9 P 130/ terms of intermuption. The alternative production
enyTanMOHHble pMCKM 0 capacity of many crganizations has been reduced.”
Juan Manuel Negro, CED, AGCS Spain
10 Pa3BuTne HOBbIX TEXHOMOMNI 12%

KapTta puckos

A~

¥ UK

Top risk Clyber incidents

& Macroeconomic developments

. Brexit

“Inflexibility in the face of change is the biggast risk to our
customers and us. Technological change isimpacting our
diients’ business modeds, fromwhere and haw they esm
revaniue, o the biurming of old business segment definitions.”
Brian Kirwan, CED, AGCS UK

& Germany

Top risk Cyber incidents

a Political risks (war, terrorism)

a New technalogies

“Increasing intercormectivity i an industry 4.0 envimnment and

attacks posea huge risk for German corporates.
ctivities of lzwmakers and higher management

awarenesswith comprehensive oyber rek strategies emerging.”

Andreas Berger, CEQ, AGCS Central and Eastern Furope

() italy

a Market developments

4 Natural catastrophes

reignited discussion about how to

budget restrictions,”

Top risk Business interruption

"The earthquakes in central lialy during 2016 have

and to bettar finance ricks in order to depend ks on
govemment aid, which is harder to get in this era of

Nicola Mancino, CEO, AGCS haly

prevention

OCHOBHble TEHAEHUMU A1 KWGep-pUCKOB:

e YXecToyeHue 3aKoHoZaTeIbCTBa

 [loBbllLEHME YPOBHA NOJUTUYECKOM NOJAONNEKM
e Pa3BuTHE B3aMM0O3aBUCUMOCTM CUCTEM MU YCTPOMUCTB

UcmouHuk: Allianz Risk Barometer 2017

Allianz ()




CTATUCTUKA MUPOBOI'O PbIHKA

*O6beM MMPOBOro pblHKa KMO6ep PMCKOB - OKOJI0 2 MAPA AoAnapoB no npemmn (90%
npuxoamntca Ha CLLA)
*OCHOBHbl€ CE€rMeHTbl, NoABEPKEHHbIE aTaKaM:
- ®UHaHCOBbIE UHCTUTYTbI 14%
[MpoMblwneHHOCTb 14%
Cdepa ycnyr 12%
TenekoMMyHuKauum 12%
Putenn 9%
*[IpUYUHDbI aTaKku:
- YMblWNeHHaA ataka 48%
- C6om cnctembl 27%
- Yenoseyeckas owmbKa 25%

*CpeaH1U pa3mep Y6bITKa B OTHOLIEHWM NepPCOHa/IbHbIX AaHHbIX B EBpone
cocTaBaseT oKono 4 mnH espo. B CLLUA - okosio 7 MAIH gonnapos.

Allianz ()

UcmoyHuk: Ponemon 2016 Cost of Data Breach Study: Global Analysis




KUBEPUHUWOEHTBI B POCUN

19 mas 2017 — TexHu4eckumn cobon cetn «MeradoH»

12 mas 2017 — pacnpocTpaHeHne Bupyca
WanaCryptOr 2.0

 Mapt 2017 — BupycHas ataka Ha 6aHKOMaTbI

o [lekabpb 2016 — macwTabHas ataka Ha Ton-10
POCCUNCKMX BaHKOB

o Wionb 2015 — knbep-BbiMmoratenbcTBo y «baHka
CaHkT-leTepbypr»

e 2011 — yTeyka nepcoHasibHbIX AaHHbIX U SMS y
onepartopa «MeradoH»

70 MnH. KnbepaTtak B Yiiep6 skoHomukn PO B 2015 OT AeMcTBMI Kubep-
2016 roay NpecTynHWKoB oueHeH B 203,3 muanmapgpa pybneu

UcmoyHuku: 1) coemecmHoe uccriedosaHue Group-1B, ®oHda pazeumus uHmepHem-uHuyuamues (OPUN) Alli
u Microsoft 3a 2015 200, 2) BoicmynneHue 3amupekmopa ®Cb 27.01.2017, 3) Cmambs PBK 1anz @



http://www.rbc.ru/technology_and_media/04/04/2017/58e35b8c9a79471becb382c1

3AKOHOAOATEJIbCTBO

1) ®epepanbHble 3aKOHbI:
*O nepcoHasibHbIX AaHHbIX (Ne152-03),
*06 MHdpopMaLmm, TeXHONOrnAX M 3awwmTte uHpopmaumm (Ne149-d3)
2) YKa3bl npe3ujeHTa:
*06 yTBEPKAEHUM NepeYyHs KoHbDUAEHUMaNbHOM MHpopmMaLmm (Ne188)
O Mepax no obecnevyeHuto MHpopMaumMoHHoOM 6e3onacHocTH (Ne351)
3) NocTtaHoBNEHMA NpaBHUTE/IbCTBA:
[lonoeHnAa 06 obecnevyeHnn 6e30MaCHOCTU NepPCOoHasIbHbIX AaHHbIX (Ne781, 687,
211)
4) YronoBHbIM Kogekc PO:
sMoweHHn4YyecTBO B cdepe IT (c1.159.6)
*HenpaBomepHbIM A0CTYN K MHDOpMaumm (CT.272)
*Co3gaHue 1 UCnoib30BaHME BPeLOHOCHbIX nporpamMm (cT.273)
*HapylweHue npaBua XpaHeHUA 1 06paboTKU MHDOPpMaLmK (CT.274)

Allianz ()




[NTOKPbITUE CYBER PROTECT

YLWEPB TPETbEMY JIULY COBCTBEHHbIM YBbITOK

= OTBETCTBEHHOCTb 3a = [lepepblB B AeATENbHOCTM = PacciefoBaHMe CO CTOPOHbI
KOMMPOMETALMIO JaHHbIX = Pacxo/bl Ha BOCCTAaHOB/EHME perynatopa -lopuamMyeckoe
= Pacxo/pl Ha yBeJOMIEHME JJaHHbIX M1 NPOrpamm conpoBoxAcHue

» lTpadbl, HaNOXeHHbIE
Perynatopom (B EC 2-4% ot
roZl0BOM BbIPYYKM)

nocTpajasiinx Kubepnpectynnenms

= OTBETCTBEHHOCTb 3a
6€30nacHOCTb CETU

KnbepBbiMOrateibCTBO

» Kpu3nMcHas KOMMYHUKaUmA
= OTBETCTBEHHOCTb B 06/1aCTH

Meana - B OTHOLLWEHUH

3N1IEKTPOHHBIX My6AMKaLMM \l\ . (y
5 % % e POCKOMHA/30P




YBEbITKU TPETbUX JINLL

HapyweHue KoOHpMAEeHUMANIbHOCTU U YTEYKA AAHHbIX:

" nOKprTl/Ie HE3aKOHHOIo pacCKkpbiTA U UCMNOJ1Ib30BaHNA NMEPCOHAJIbHbIX JaHHbIX

= HeT He06X0AMMOCTM B HEBEPHOM JI€EMCTBMM

» [ToKpbIBAETCA KaK BHYTPEHHAA IT cucTeMa KOMNaHuM, Tak M obnayvHble JaHHble
» Y10 BKJIIOYAETCA B pacxoabl:
»Yuwepb + Pacxogbl Ha 3aWwmTy

»Pacxoapl Ha yBeAOMJ/IEHUE.




COBCTBEHHbIU YBbITOK

B3/10M CUCTEMbI XaKepaMu:

» Knbepataka: HECaAHKLMOHUPOBAHHOE NMPOHUKHOBEHUE

TPETbMMM NIULLAMM B KOMMbIOTEPHYHO CUCTEMY
KOMMaHWUU C LIeJIbI0 YMBbILLNEHHOM MoaMdbUKaumm

AAHHbIX
= DDOS Takke cumtaetcs KmubepaTtakom

" nOKprTMe TOJIbKO ANA BHELWHEro BTOp*KeHUA




[NEPEPbLIB B MPON3BOACTBE

* [loKpbITHE paboTaeT B C/lyyae, eC/iv NepepbIB B

NMPOM3BOACTBE Bbl3BaH KMGEpPATaKOM
» PacyeT BO3MeLLEHMA MO aHa/IOrMM CO CTPaxoBaHWEM
MMyLLECTBA
» OpaHWwmM3a + Nepmoj OXMaaHUS
» MaKkcuMManbHbIM CpoK nepepbiBa- 120 AHeM

» BK/IlOYEHME TeEXHUYECKOro cooa 1 YeioBeYeCKOM OLLIMOKMU




YTO ELUE ECTb B MNOKPbITUN?

MoKpbITME ANA NPOMBIWNEHHBIX CUCTEM
ynpasneHna (SCADA)

Y6bITOK OT nepepbiBa B MPOM3BOACTBE W3-
3a pelleHusa perynstopa

Jl06poBOJIbHblE pacxofbl Ha YBeAOM/IEHME
NOCTPaZaBLUMX WM OpraHM3aumsa Ycayr KoJ-
LleHTpa

MpoBeAeHWe BHYTPEHHErO pacc/ieoBaHUsA U
MOHUTOPUHI CYETOB B «30HE PUCKa»

Pacxoabl Ha YyMeHblleHME yulepba MU
pacxobl Ha BOCCTaHOBJIEHUE

Kn6epBbiMOraTeibCTBO

Pacxogbl Ha TpeboBaHMA 6Ge30MacHOCTH
nepcoHanbHbIX gaHHbIX (PCl DSS)

KoHcynbTaymm C IOpUCTaMM,
OLUEHLMKaMHK, PR, ycayru dopeH3uK




NMPEMMYLLECTBA
ALLIANZ

100% NEPECTPAXOBAHME MAKCHMAJIbHAS
¢ PETUHIOM COBCTBEHHASl EMKOCTb
AA “STANDARD & POOR’S” 100 000 000 EBPO
/IOFOBOP BK/IOYAET KBUHTICCEHLMA YCAYT
MAKCMMA/IBHO LLIMPOKOE CTPAXOBAHMS M
NMOKPbITME MEPEPHIBA B ®OPEH3MK

[MPON3BOACTBE




Amutpun YyryHos

CI-IACM BO 3A AO CK AnbsHc
B H MMAH M E ! Ten.: +7.495.232 33 33 (806.5265)

Email: Dmitriy.Chugunov@allianz.ru
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